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ThisfaE 11.4 13.5 14.5 16.3
X ATEERY 20%1E 1991 80p1E 13901

<KEDERBFOEHREX1)T4FE>

COREDOBEHREF 1) T4 HFHICENT, EBBFORETFEEICKREND
DEEZBND,

KIRIC, MEAPELGL-OBT LELRLFMIETEZEVNE DD, REEHRBFF
[2H1T5 2009 FOFHEHERFRTHORREF 2T+ FEE H73EFILTH
Y, ¥, OS5 HEMB#KE (DOD) AFF 08 (W42 FL) Z2aHH 5,

KEERBFICHITRITREFESITEX2) T4 FEDES?

2007 & 2008 £ 2009 & 2010 £ 2011 & IT Security
S e e HEESR ZRE(EE) 5(09)

DOD 34,384 36,980 34,523 34,288 36,534 (46%) 12.2%
DHS 4,455 5,252 6,532 6,541 6,412 (8%) 7.5%
HHS 5,526 5,692 5,683 6,165 6,212 (8%) 4.0%
VA 1,735 2,526 2,843 3,373 3,356 (4%) 4.7%
DOT 2,769 2,830 3,034 3,134 3,351 (4%) 25.7%
Treasury 2,673 2,896 2,995 3,164 3,263 (4%) 7.4%
DOJ 2,405 2,299 2,856 2,991 3,017 (4%) 8.3%
USDA 2,086 2,000 2,425 2,584 2,704 (3%) 4.7%

GDP IZBAL TIE. FKICBLTIX. REED ABEL—~ (1 FJLET-Y 2006 £:116.3310 A, 2007
£:117.8145 M. 2008 £ :105.8768 F., 2009 £ :105.8768 M) TEIYRLI=LT. LT O FEFIH
(2009 “FEILHEE(E) , http://www.oecd.org/dataoecd/48/4/37867909.pdf —A . BARIZDWVTIX, LT
D F%F A, http://ecodb.net/country/JP/imf_gdp.html

BH.IAXKIE TAVLERESIUHFTFTDEE, BEERIL. ERM RO OCED O#iatEEE (EE. 752X,
RV ASUE  RILFE— (BT ARAV RILNH I, ToR—D TARSUR W IETILT) D
356, TARZURERC 10 hED &t

2 g LT Gartner D&, (VIR ITTDHEXT R, Bl 10 {ERIL)
http://www.gartner.com/it/page.jsp?id=1031712

2009 FE LI D R AH , http://www.gartner.com/it/page.jsp?id=1184713

2007 £ O X RIE E U http://www.gartner.com/it/page.jsp?id=697307

2 en P REYMERL, (IT Security E1& (&, 2009 FERICHFEHEEFTD TIREFEITHTIEE)
http://www.whitehouse.gov/omb/asset.aspx?Assetld=2321
http://www.whitehouse.gov/omb/e-gov/docs/ 7. IT Security FEIZDUVTIE, 2009 FEEREFHZ
BEINTWST—2%EA, (FNUBEIET—2%L,)
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DOC 1,704 1,983 3,791 6,572 2,437 (3%) 7.7%
DOE 1,995 2,086 2,135 2,192 2,200 (3%) 12.1%
T Dtk 8,428 8,233 9,318 9,614 9,889 (12%)

|t 68,160 72,777 76,135 80,645 | 79,375 (100%) 9.4%
IT Security #9 5,900 6,631 7,278

3. ERBMFICEFTEHFAN—tX21UTAHR - KHZKLERE

CDES%H, KEERBMFOBRICEWLTE, FHREX 1) T4 DHRTL.
HAN—tFX1 ) TR REPDLICFNHTETWL D,

(1) SNFETOERBFICEITEHA/3—tF 1) T 1 BUER &R

REERBRFDTAN—tEF2 ) TABKE, 72 bUBERRMNS, TA
MR/ BEA VI FREDHEEANOHIDICEDONTEMN, Y1 N\—HEDIE
MIZHE LT, BIEMERFRDKRDONDEIIZTHE>TETLS,

D ERBFOH A N—F1) T4 BEDOHR

<TORE/"BEALISHELELTOHAN—EF2) T 1E>

KEEBBFOH A N—EFa Y TFABEIX. 2 FUBEHIZENT, &
BEAUISBREDEOOREZITBH L= EIZIHERT 5%,

ZFN#%., 2000 £ ANRKEHTOERE T, RXEAMSOH/EICKLT, 70O
JR MDY A N—RETHRETHTHAS EDRHHI D, EEA U ITSREIC
HBAMYMEHERIEL. ZDH%. 2003 F(C, ERY A /N\—HIBOFREK LG T.
YA N—tX1 ) TABREIZRDIERE. H-CRBIN-ETL2RES
(DHS) IZ#&E& LT1=,

KEERBFICE T4 N—tF1 )T BEDRES

Y2k | 1996 F 6 A . KffifE4S (Executive Order) 13010 BE# %4,

BE - PCCIP (President's Commission on Critical Infrastructure Protection) DEEE .
BB VITTDEREHERDEE,

1997 £ 10 B : PCCIP . REE (81F) ZHK.

2 MR ZHLVT. DOD [ZLPBERARICEY. EEAUISD IT VAT LHNREITHLTERITHEST
HBHENHIBALI-ZEMEDITESND,
http://www.nistep.go.jp/achiev/ftx/jpn/stfc/stt007j/feature2.html

P UTEEYER, (BH. BRBESIE. TEREE. /=27 T47)

NY =&Y 2004 & 12 A . http://www.jipdec.jp/chosa/kiban/03/security.html.
http://www.nistep.go.jp/achiev/ftx/jpn/stfc/stt007j/feature2.html
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l
1998 &£ 5 A : X#ifEREIES (PDD : Presidential Decision Directive) 63 %%,
- ERFARE. BRA U ISRIASE (NIAC) DRE
-ERA TSR E LS — (NIPC: FBIA) DRE (HA/N—KHEBDERS)
- EEAUTJSREAB (CIAO : BHBERN) . EEA VIS LEDBEHREEITEY
24— (ISAC) ) DHREZH

l

2000 4F 1 B : National Plan for Information Systems Protection®* 5%,

TJwsalt [200145 9 A : ERFSETORLE,
¥ l
2001 % 10 A : K#i%845 (Executive Order) 13231 #H<5,
- PCIPB (President’s Critical Infrastructure Protection Board) E%3iI,
l
(2002 £ 11 B : Cyber Security R&D Act F3L, )
(2002 £ 12 B : E-government Act of 2002 A3,
« 5% Title Il (. FISMA (Federal Information Security Management Act) )
(20034 1 A : Ex%£REHE (DHS) XA, )
20035 2 B : A#ifES 13286 #FH (PCIBP EXE EREL)

2003 4 2 B : National Strategy to Secure Cyberspace® $%.

DHS | 2003 & 6 A : DHS RIZ National Cyber Security Division (NCSD) % % i& .
* NIPC. CIAO 2D ithEDEBEE#HE.
20034 9 A : US-CERT i (A—HRF—A AU KFEAD CERT/CC &+ EH) .
- 2004 £ 1 A National Cyber Alert System DiZ FABIA,
2003 &£ 12 A : HSPD (Homeland Security Presidential Directive) -7 %%,
- PDD 63 D ETHR.
!
2005 4 2 A : National Infrastructure Protection Plan (NIPP) EEIREE.,
2006 4 6 A : NIPP 55, 2009 FE>,

2008 £ 1 A : Comprehensive National Cyber Security Initiative (CNCI) *°
(NSPD54/ HDPD 23) %37,
2008 £ 3 A : DHS AIZ National Cyber Security Center (NCSC)

%3,

h=]]]1]

AINTIEHE | 2009 4 2 B : Cyber Security % D 60 HREITORE L 2=,

2009 £ 5 B : Cyberspace Policy Review - Assuring a Trusted and Resilient
Information and Communications Infrastructure 3,

2009 % 12 A : Cyber Security Coordinator M {F#h,

<EZEAVISREICELIRYEA>
SO&5%H, DHS IZHEWLTIE., (RAEJRBEREICEDIC) HSPD-7PIZRH DT,
E|E 4 > 73 (Critical Infrastructure and Key Resources: CIKR) DRk 55t

% http://clinton4.nara.gov/media/pdf/inpisp-execsummary-000105.pdf
http://cryptome.org/cybersec-plan.htm

" http://www.dhs.gov/xlibrary/assets/National_Cyberspace Strateqy.pdf
%8 hitp://www.dhs.gov/files/programs/editorial_0827.shtm

%9 http://www.dhs.gov/files/programs/gc_1234200709381.shtm

O NY 2&Y 2005 4 11 BB,
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B (NIPP) ZEREJT HELLbIC, FEUEBTRUME - EXRFLOELEDL &
T, B8BTS LY FELEDH, KELTETL S,

National Infrastructure Protection Plan (2009)IZr&h % 18 4 4 —3*

HLET BEEAVIS5HH
BEKk#E (DOA) /EEREE (HHS) BX-B8H
Efhfs4 (DOD) E G EE R
Ir)L¥—%4 (DOE) IRILF—
BEFRESE (HHS) EE - AREE
A& (DOI) EREZa ATy
Bt#54 (Treasury) ER1T - &FL
IRIBERET (EPA) 7k
Et+r&R£REE (DHS)
1TSS RERE L. BXEMR. EEREE. YL, BaY
—EX. RFIF - %BH - BEY
YA N—tF1) T4 - BEE BB, BIE
BREEE (TSA) BYE - E
BHIEZEE (TSA) /NERZHERS (USCG) BE YR T L
BRHER (ICE) EFREY—EX BUF B 5%

@ Ty aBEOYAN—tF1) FoEDORYEEA (CNCI)

<DHS DHEEAIZxT HHLH L EFBAF~NDREDIEK >

LMLGAL, HANnN—tFa ) T4 BRERIZERIERBFEADE Y T &
HZEDHSIZBELI-ZLIZTDOWWTIE, BTIFTHD IELT, TD#E +y TOFE
AFR N, EE(Z, DHSIZBWTIE, (LEEEBEAVISDLKR—FDEY

http://www.hitachi.co.jp/Prod/comp/Secureplaza/sec _trend/Is/is/isac01.html

% http://www.dhs.gov/xlibrary/assets/nipp_executive_summary 2009.pdf
http://www.dhs.gov/files/programs/gc _1189168948944.shtm
http://www.dhs.gov/files/programs/gc_1179866197607.shtm

%2 BRRIZ REEBBF O A/N\—tF 1) TAIRI N TEK DR - FE X AT OEY,
‘9/11ERMD2001F108 . KIBEEE A2 7Sh#E B % (President’s Critical Infrastructure
Protection Board: PCIPB) Z7K7 A k/\7) R[ZE%3I , Richard Clarke KZ & &, (ClarkeK (&, PDD63IZ
EI VRDODERAEE.)

2003528 . PCIPBD B ILEDHSADFITEHIRTE . Richard Clarke KX T (F&#LHIL T2 R I12F4E,
B|E & K THho7-Howard SchmidtE (#% 0 Cyber Security Coordinator. i) SR AEIZFRIEL =AY, [
CEHT. 4AI1TFE,

200346 A, DHSIEZNCSD (National Cyber Security Division) Z#7£% . #]{XDirector[ZAmit Yoran K&
£, LWLGEMS, 2004598 . +RLHEBRNEZoNTLVEWELTEE, TN, BlDirector®Andy
PurdyRHY, 2EE B EZEH D, %53, 200557 A . DHSIZ. NCPD& Y44 EIFDCS&C (Cyber
Security & Communications(Z, RA &% 3L, 200659 H . DHSDCS&CR AR ZGreg GarciaE A\ FhiE,
Z D% . BushBIE#R Y (2008 K) FTHAE.

200843 A . DHSIZNational Cyber Security Center (NCSC) £%3L, by IZRod Beckstrom KFL{E, L
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FEHIEETHO-TLWBREDOD) . YA NN—EFX 1) FoIZBRIBEHHBMRZ+52I1Z
5T, 0RO, A4 NnN—tF1) T4 12 BET HEKRE (DOD) #&
H, EEFFEELEVEEDENTULELE LS HEHIZZ VS,

Ff-. TD®&. #1142 2007 FLEN S, EFRBFAFIIHT 54 /N —HENE <
RE-HBESNATWEN, ChnlLT, Ty aBHEL, Y4 —tFa )
T4 ICEBHICRYBATHEWNEWS L ZE SN,

<BEMERYAN—tFa)T414=>T7T47 (CNCl) DERE>

CDOES5%kt, 2008F 1 A, Ty aX#fSE (KK (L. Comprehensive
National Cyber Security Initiative (CNCI) (2% % K#%E4 (NSPD64/HSPD23)
CEB£%ZLE®,

AKMETICHRDFMEL. BEBERE LTARINATULELA, ERMIZIE,
EFBAFICHT 24 N—EMNSRET 5=, DOD/NSA ( National Security
Agency) DEENZEILT H—A. TNLZEFHALTDHS TEARDLEYFELHZE
T2EVSFHZBEELTVWAELSICRZTONG, Thbb, HEBITED L.

DOD O NSA £ DRMBEAICH T HBAFICRLIE=2 ) VT Zi&1E,

DHSIZEWTIE, NSAZELERBFLARICETHSIE=FVIT—2D

INE - 2. REREFTOY A /N—tFX2 ) T4 ARKDRES,
mEEHRIDE LS, BARMIZIE, EINSTEIN 704 5 L., Trusted Internet
Computing % & 12 R FORMYBAZELTER/ES L TW S,

CNEBEZ T, DHSIZEWTIE, NSA, FBIHLEE L THRFEADY AN
—tXa) T4 DEFRBDIEEFITS . National Cyber Security Center (NCSC)

MUGEM S, 20093 A . BKIE. NCSCIE. NSAIZHELN TS EHLFIL TEE,
200943 A . DHSMNPPD®MDeputy Under Secretary (CS&C&LYH £o&4& E) 12, Philip Reitinger
AT, EKIE. 20096 A NCSCD MY THLFEE,
2009 £ 2 B . Obama X#i%&d Merissa Hathaway [Z 60 BLE 1 —%%E . 4 B#R&E.5 AR K,
2009 4 8 A#1E,
NY 72&U 2004 & 12 B 558, 1=, http://e-public.nttdata.co.jp/frepo/452 u0702/u0702.aspx
BHIZIE. LITFO GAO D&,
GAO-08-1157T, September 16, 2008: Critical Infrastructure Protection: DHS Needs to Better
Address Its Cybersecurity Responsibilities
GAO-08-588, July 31, 2008:Cyber Analysis and Warning: DHS Faces Challenges in Establishing
a Comprehensive National Capability
Iz IE.NY F£&Y 2009 & 3 BE SR,
% http://opencrs.com/document/R4027/
% http://www.washingtonpost.com/wp-dyn/content/article/2008/01/25/AR2008012503261.html
37 http://www.nextgov.com/nextgov/ng_20080801 9053.php

B{RMIZ, 12 28 &L TIE. Trusted Internet Computing, Intrusion detection, Intrusion prevention,
R&D, Situational awareness, Cyber counter intelligence, Classified network security, Cyber
education and training, Implementation of information security technologies, Deterrence strategies,
Global supply chain security, Public/private collaboration AS$R5ESH TLVA,
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NEEEINTHY., 2008F3 AICIF,. ZD LYy T2 )avnNL—DEERD
Rod Beckstrom K& {Ed L TLV3%®, F£f=. DHSIZH UL TIX. CNCIIZE DT,
UTDESIBHAN—FFa) ToxdRKIZMYBATWLSELTLS,

CNCI IZB8d % DHS IZ 81T 5%t (2008 4 4 BB &%)

15H

S

US-CERT M AE#iF

US-CERT I, ERE#IZK S, EFRBFDA 23—y k12T
SMER - BEL A —, ((gov ERR)

EINSTEIN 7045 LDOVETE

ETOERETARNR, ERBFOBEITH L., KRIEEDT-HD
BHMER AT L. BEHDIEHOEHAEL. LFEMGRY ~D
— VM ERET S D,

SERaRT L3 VDA

OMB @ Trusted Internet Connection Initiative D —IR & L TEHE,
EHRBFONEA o2 —y MERKIRA Y FEHET D, (gov
R, )

National Cyber Security
Center D EI|&

ERBFOMDY A N—tF2 ) T BB EEEL, EFNBFDLR
Y RIT—=DIZRBYAN—EF21 T DEKBEHRIES D,

National Cyber Investigative
Joint Task Force (NCIJIF)
DA T ~DILFE

FBIICK > TEEIN, YA N\—ZBRHOBEICHRIERETIZES
HE. ME. FHRAH,

IS4 F - HEDE
e

IT - BIEHIN., KEICHMAINSFIEEINSZEICKEEE
ZNEFE. 0=, ERBRFORAZIZHSTS2TO0RADREL,

NIPP [CE D<K ERTOIER
HH

NIPP DA I X P2 ERTOEE, FHlZIE. DHS (FHIHS AT A
[21% 5 a5 1R Y — L Z1E AR

Cyber Storm Il D EHE

BERDOSMICED YA N—tFa2 ) T4 ITRIEHABRDERE,

YA N—BHFDILF

EIRBEFBED-HODEREEICE DT N—HBDHLIR,

EHOITPEDILTT

2009 EFHEERICE T, 7218 FILER (FTEE 66 1E KIL)

Q KEERBFICETE2FAN—tFxa) ToIZRIEELHAR

EdDESY. Ty aBIETISHELTIE. DHS A, ERBFOY 1 A—tF
LU TABREEELDHEL >TSS, DHS [F, 4 /\—F2 T 1I<HDH
RE+HEST. —A. ERBFATIL. EBFfRE (DOD) D4FIZ NSA A, EE
HEHMREETHEEN D,

LUTF. XEERBMAEEIZEWNT., H4/8— (FHR) X)) FaICEERT S
FHHEEIZDOLTERERT S,

38 hitp://www.dhs.gov/xnews/releases/pr 1206047924712.shtm

http://www.washingtonpost.com/wp-dyn/content/article/2008/03/19/AR2008031903354.html

39 http://www.dhs.gov/xnews/releases/pr 1207684277498.shtm

35,2009 F£ 6 ABRIZDONTIE, UTESHE, (REUIEIELTLVEL, )
http://www.dhs.gov/files/programs/gc_1234200709381.shtm

0 hitp://www.usatoday.com/news/washington/2008-03-13-cybersecurity N.htm
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REERBFICETE2EEGY A/ \—tF2 )T« &/

HLHEF HEB S
Ers DOD/NSA - KEORESHEMERETHY . EFMIICE. XKEO (BEFRA®) 1E#H
(National AVISDREZEME LIzERT7 > 275X (Information
Security " Assurance) &. SHAED S DRIEESIFROINE - 247 (Signals
Agency) Intelligence : SIGINT) 2FE3 v 3> &d 3,
s A —5 2 KD Fort Meade IZKREZE < ,
IR ODNI* - 2004 Z£ 0 Intelligence Reform and Terrorism Prevention Act IZ& -
(Office of TERIL I Nt=. Intelligence Community (GERMEES) D&Y F & O
Dire_ctor of B8, Defense Intelligence Agency, NSA, CIA, FBI, DHS @ Office of
National Intelligence and Analysis & EMNEE A /N —,
Intelligence | . g2 4 NSC (National Security Council) [ZHRBEEDHREZE1TS
) [ A
SEFREAF | DHS - National Protection and Programs Directorate (NPPD) “*PI® Office
(—#%) (NCSD. of Cyber Security and Communications ® T @, National Cyber
NCSC %) Security Division (NCSD) *TI&. National Cyber Alert System.
Rff1 > US-CERT MR, Cyber Exercises, £ REH A%+ £,
77 - NPPD M. Office of Infrastructure Protection TlX. 2003 £®
PDDE3 IZHDE, EEA VI SREME (ITEFXa) T4 0dKZEE
) =, BFREAET. BEEXERFLEHEL DD, EiE,
- CNCI [ZE D%, 2008 £ 3 . National Cyber Security Center
(NCSC) %HE™, BEi. NSA, FBI, DOD 2 & & £ E# LD
D, EEREICHRET 5115,
« ZMith, Science and Technology Directorate M % & (2, 2004 £,
Cyber Security R&D Center #5%37 (SRIAGEE) “°,
ERBAF | OMB - OMB [&, 2002 EEFHAF (e-gov) ZITEDE, 1FHRtExa T4
(—fg: | NIST EEOEBHRAD IT VAT LEKIZONTEE,
Rt ¥ - 2002 FEFEHIFREF 1) T4 I RT A2 bk (FISMA : Federal
AT Information Security Management Act) 12& Y. &&FIL. DOC D
1) NIST (ELAZERMARR) SMERLIzAA FS 4 VFITEDE,
BHREXFLVT A RMREEDZENRBEMITONTILND,

DHSIZBIT2H A /N\—tX1 ) T4 BEEDRBOE DI+

“1 http://www.nsa.gov/home _html.cfm

42 hitp://www.dni.gov/. http://www.dni.gov/overview.pdf

3 http://www.dhs.gov/xabout/structure/editorial 0794.shtm

* http://www.dhs.gov/xabout/structure/editorial 0839.shtm

4 http://www.dhs.qgov/xprevprot/programs/gc  1234200709381.shtm

% http://www.cyber.st.dhs.gov/

47 14 8 - http://www.dhs.gov/xabout/structure/editorial 0644.shtm ZLYVERL, (BEIAH A /\—tF

1) T4BEE D)
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___| National Cyber Security Center (NCSC)
Secretary Directorate for National | | Office of Cybersecurity & National Communication System |
Protection & Program (NPPD) Communications (CS&C)
O e & [ ESTENTE | National Cybersecurity Division
[T Protection (vesmy
| | Office of Intergovernmental Office of Emergency Communications |
Program
| | Office of Risk Management
and Analysis
LL us-visiT |
Directorate for Science & l [" Cyber Security R&D Center
Technology | L
—| Office of Intelligence & Analysis |
| Transportation Security Administration (TSA) | | US Immigration & Custom Enforcement (ICE) |
| us custom & Border Protection (CBP) | | us secret Service (UssS) |
I US Citizenship & Immigration Service (USCIA) I I Federal Emergency Management Agency (FEMA) I
| uUs coast Guard (USCG) |

(2) ANTBUHEDEZELNNEF A N—EFa ) TABERLE2L—

FNTKFEMEE. DHEEIr S A N—tEF21 )T DRIEZES L& BIC,
MEERNOBEDLE1—ZFKRLIEZL DD, TOREKRTA NI RAETEDK
RIUE - RelIfFHFL TS,

@ FNIKIFEDEZE N

NI KM, BEELL, YAN—tEX2 T ZERBFO LY TTS
AT 4 EEEMTT. KGRICERBRES 55T, FETORY A EHE
L. ERDUYAN—BREIET DEREEFT S TERTA/N\—7 bNA/H—

(National Cyber Adviser) | /BT 5 EZ/HELTLEY,

RFRIC. 2009 F 1 A 21 BISART A b/ AR L 1= Homeland Security 12
BEZ7CIUFIZEVNTHIT o=, 6EEANLHIEREF L) T (IZRDE
BOHRTH, FAN—AVISEBBHEETHSIELEEETHELEDIC, RIA
FANDRIZKB)—F—2 v TDRIELZREED—FIZHIFTL S,

“8 http://media.washingtonpost.com/wp-dyn/content/article/2008/07/16/AR2008071601474.htm!
9 http://www.barackobama.com/2008/07/16/fact_sheet obamas new plan to.php
* http://www.whitehouse.gov/agenda/homeland _security/
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BEREX LV TABREICRI7ZOIVAOBE ELRLEEBR L Yk

@ wBHRrYFI—VORE

o HANR—EXTAIZRIERBFO)—F—2 v TOMHR (A N—A VIS EHKE
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