Za—3—VFE&Y20124F 1A

KXEDQEBAEFIZE TS IT F;ERDOEIFR
FAZFKX@IETRO/IPA New York
1. [XL®HI

2001 FORIBEZHRTOFRELRE., KETEKIXMTAEE IICERZHSW-EHLZERR
BEADEBENITHONATHY, BhFEL 2011 EEFTEELRLTE. ZORT
OEEADI TN T AEFFICEWTRETREILIVEEICHE>TETILVS, —
AT.2012 FELURIL., ERBFOMBESIEDO—IRELT. B FEMNEHIREINDS
FREELEO>TNAN ., EBVDEILDRE. F-HSORELFETHLITAMN\—KHED
EBRHADORUREN =B EA S, BRFICENT IT NBREFTREIFIKARELTEETH
URIT5EEZEZ BN,

AFBTIX. 2001 ELENSIRTEIZH-5EMRBFDOEBAESGIZH1T5 IT OFIAKR
#RBAL.BAEOEBIZBLTIT ARETHEREIDVNTERT S,

2. FKEEFBAT D E P BUER &R

AETIL, 2001 FRIBZHRTORELURE 10 EROEBBFEHBEROBZE-ERL.
REERBMICEVTREREICEHEISIEZELETORINODVWTHREEZEN I 5.

(1) XEEMBEROFEEEIER

CC 10 FRITB T HREERBUFOEFBERIE. KEMIZLUTD 3 20DTz—XI25
FBAREEE A D, UT. 72— RXBICKREERBFOEMHBERICEITHERER PE
MZEHENTT 5,

o FIRZETOREMNSTIHZRAVELVATVEFE DAL (2001 ~2005
)

o TIH_RAVEIVASVEFEDRHA{L (2006 F~2009 F)

o FIHZRAVEIUVASVIZE ITAERAMIET /N REHBIZESIER/BET IV
YA (2010 &F£~)

D RABERTORENSTIH=REVBLVAS7B.EDOEKL

BE 10 FRIORBICEVWTEELELRLRHWGHESLELT, 2001 F 9 AITHEAEL
FRINZHETOEENHIToND, ERETHGOEERMERICL-oTEIEREISN.



Za—3—VFE&Y20124F 1A

#9 3,000 ADEHEZHL-EEHRTERIC, REEBBFIEEHAHORELZRHA
LT3,

BHEMICIK. ARNZHRTORLEERIC. BSR4 (Department of Defense. DoD) A

%179 S Quadrennial Defense Review (4 £HZDEMHBRREL. QDR) 1Z{ETL.
MEZBJICHIET 5L SBICEVNVRABERNSIRER - AEIIHIET 5L

FRHEICEVV=BURIZRITL. [BAHETHLIMN. ECTHRELNREETLIM. Lol

EELVL (BIXEDESLHETEHSOMNITERLEREIR IZRBLTLS. Z

NIZELT. SHEREICHTIEIELERN. BHER I SEERHWERIZEDIEX

MEDEONFINCEDEFEINLHTIT BEEMICOVTIE UTOLSGE R

MoEEITGLEERLTILNS,

o ITVARTLMEIEIZEY., BMODIEEMNLER. B, BEIUOB~DIRGTKEZE

752¢&,
o LEEZERERIDOIC, FEEMICEITHRENREIZMA.IT OFEADOETHE
DEHEZZHDHE,

UEDESHBREDLE, XEOEBBEIZSLTIE., &Y 58 TRLELIEESRE N ER
FERTHIAHPRBERTORERITITEEIN TS, BH. KERIZHITHER
BUREVLVSETIE, 2001 £ 10 A2\ B EEHE A (USA PATRIOT Act) AARRIZL T
BY. INIZE-THEBEMTHRNMEANBFRZRGT 5. HOIWITEEZEZTH
EIEENAREL TS TLNVD, FiEE. EICERZ R - AREELREAOXTORERE
BEaitd52L2BIETHIO T KEDOEBEN . KEICEx T 5 IEE R I
DEIENEDTRLIBOH-ZEZBAREIZTRLTLNS,

@ FIAZRIVELVAIS7HEDORIIE
B ZHRTOREMND 5 EAFEBLT- 2006 FIZ QDR [EHETSN TS, TOBEIL,
2HHIZ 2001 FITITBHEN-AHEZRE T HLD LGS THEY  [BERMICKHESL
T BLAFTENIXKREHIERESS (Weapons of Mass Destruction, WMD) M F
HBRSLBVTOYRMNERKDEREEZ . UTOLSGEBRADEGREEL TS,

<2006 £ QDR IZHF5#t=lERA b >
o 1DDEHFHLGEHLIVL. PHMSN-BEHDEBAADNEER,
o ERMERNEEIVL. FERMEHICLIBHADHULEER,

! http:/mww.dod.gov/pubs/qdr2001.pdf

22001 EBETIE FIHZREY A50 459 L8 JET . 21—\ =42 LUFZHTFOXZEER]., L
LB 5T EER (rogue states) JIELTHHISN Tz, ZDI3BA4T2 . 455, LEEIZDOLTIE, 2002 £
—REHEERICT, Ty K8 (H8F) AT E DR E (Axis of Evil) | EFFATS,

8 http://www.justice.gov/archive/ll/highlights.htm

4 http://www.defense.gov/qdr/report/report20060203. pdf



Za—3—VFE&Y20124F 1A

o BH-MEREROVLLIYEL, RERMDFHMITHOER,

o BAMGEHEBEEZPLLIIRMAKH IV SR THASHICKEJRRFA
RERRHIDER,

o HEBIVE DAL, KYKTEEDBHADIEIT,

o WRD—MBMBERITNA. THICERTIARLTIFER. M. KEFHRLE
o

HTHR®D QDR F1THr& L~ 2006 FDRRTIE, LWHPAITOXERRINSS 2 H
ETHATIHZREIVEASVDBIEEBENRERL. BEBICEVWTIIREDEES
AEFTHAZENRIESN TV =CELHY . 2006 Fhik QDR TIX, KYIFERH
SHOBRBZERATINRICTEOTINS, DFY., 2000 F A HELUE O XK EEFHBAT
[CEBHEBBRE. ARSHETOREROAHZHIEL, FFMBEETEICE L=,
FUYRBLGHRHBEEZBIET LD THHIEEZA D,

@ TIH=RRVELUASVIZE T HBRARERR /N ERBABICHESERS
DY AOUT

2008 FEDNA/N\TBHERMILE . 2009 EH5 2010 FHEEITHhITTIE, TIH=ZREY
TREDERNITHONLLGE . ABHERERLAIEIRASICEFBERICKESLERER
SN T=, LHL., EiE (2010 & 2 A)IZ®ETS = QDR Tld. XEDAS7#HUR
MNBERNIESTWV=C L, ERBFDOUHBREMELISHTIEANRKRERNTEEL>TL
fCEEELHY . BFBRERDARMEICZVDOECNROND FICERIEHELTER
ORTWBEDELTIE. LTABIFLNBS,

<2010 £ QDR [ZHBIT5HFH=lRA >
o MM EDINIEFITEMDER,
o HEERMODRIBE., AU OHELGEHEFFE LD AFEIEREE
o AWM ORLMLELERIETHEL. EFOHIHEFITICE,

D56 FIZ3FEHDEBEIZOVNTIE, KELEMBBADMBUNRELEZT. BEfF%E
EHEEROFEHFAESNTOWSIKAERMT IO THDIEE RS, ERRIC.
DoD MFHEEEIL, 2012 FELIFFD 10 F£RITHEE 3,000 ERILAEIEINSZENF
ESNTWRIEND?, SRIFFAZRLEDRELOCEBALISOMRIICEDBEE
BT IEREEE-TDEEZEZLND,

Fr=. B L. SIERET LN ZRDET HFERMTOEANREERITANEE
BEENTEY., EDREILBAITHT HAMFRELT, BEUENEVLAIITLRD

> http://www.comw.org/qdr/fulltext/1002QDR2010.pdf
6 http://defensesystems.com/Articles/2011/12/01/Senate-passes-NDAA-defense-bill-IT-
provisions.aspx?Page=2&p=1



Za—3—VFE&Y20124F 1A

EHRER. EE-FHRANOAAN-BAMERE LIV RATLEAIZMA T, CAIJEE.
HHl, BIE. AVE1—2 FHOK) AT LBIEOEEMNERHSINTOALE T
VATLNEEGREZRE-TEZEAONDSEBABI>TLS,

(I, 2001, 2006 ik QDR TIEIFEAEE RSN TV S=FIEEL T, 2010 &F
QDR TlIEIHAN—ZRIZEITHHEREN DR LD —IRELTHAN—EDEIFZRHST=
HTWD, ShERBIL T, KEERBUAF TIE YA /N\—tX ) T1KFZ /LT ST
HDBENEFRIELTEY. UTDEILGRRMDINETIZHEINTLNS,

o RITAMNIRIZKBIHAN—ZERIZEIFTHBEKD REL (Cyberspace Policy
Review) 153 (2009 &£ 5 A),

o AKMHEERDIYA/N\—tF21)T1HEE (Cybersecurity Coordinator) |E®D
£45 (2009 £ 12 A) 7,

o HAN—ERICEITEHRRENZHFE. BEICE A YA N\—EBEETEEHIE
4 %41 /35— (Cyber Command) D& (2010 4£ 5 A) 2,

o RITIACNDRIZEKBD. HAN—tFXaT4EREIZRICATEIRESE
(Cybersecurity Legislative Proposal) 1. 8 &UTH A /\—ZERBAEICEET 5E
2B S (International Strategy for Cyberspace) IO $3 (2011 45 A)7,

o BHEFDHBIFEREFEKG RIICAIT-KKESDFES (2011 F 10 A,

o INFETATFIVRTIAZRRIVIGEEAKREDENFEANITOA T RN,
H-GEBRB AN EDI=HDIEROEHGLE | R L THEEIRIGE A
Bigx BIEL-H-LEHBEORR (20124 1 A)

@ ERBEOER
B3l 10 EDXREERBHILIEHBREEELDH DL, FTOYXLEE, ChETOM
RNERLERLIEERMERICLIFUSHEBEARASNTEY., TOLILE
BADHAEBESHEICBN-NELE>TNS,

COPRTHICIT EOBEDYARNSHETOERIEELTE, UTAEIFOND,

ERS BT DR Bk - R HMEBOERI
ERE R AR EEAS DR1E

EEHS- EROEANE-BEME
YAN\—tFa) 71581

! http://searchsecurity.techtarget.com/news/1357549/0Obama-announces-creation-of-cybersecurity-coordinator-
osition
E http://www.armytimes.com/news/2010/05/military_cyber_command_052110/
o http://www.huffingtonpost.com/sarah-granger/white-house-unveils-globa_b_863651.html
10 http://www.washingtonpost.com/politics/white-house-order-to-establish-new-cybersecurity-
?10Iicies/2011/10/06/g|QA7thRL_story.htmI
http://www.whitehouse.gov/blog/2012/01/05/president-obama-outlines-new-global-military-strategy



Za—3—VFE&Y20124F 1A

o ITURTLAVIZTEHICLHBEHIR

hTH, KEICHTIEBERAICHS-ODER - HHMFERICHBLT.IT ORETE
BIIRLTWEEEZONDS, T=. QDR 1, YA/ /N\—tFaT4I2D2LTIE. BE
BT AN—tX ) TAEMEHEL=YA/NN—EDRIFZR (2010 FE 5 A) ., a4/
— X1 )TAAMBER. DHS #(FLHELI-BERA T EDEELENTT RSN TIVS,

(2) BEDOH=E
LTTIk. IRESSE(FE 112%4£. 2011551 B3H~2013% 1 A 3A)h. ThZE
TIZRESN - EEBEREEEFRIELT 5,

[RX 1: MEBAP(CIRE SO -ER5ESEERE]

ERA BEDKBR

FAA Air Transportation TRTSLDMEL, MERZEDE. TWERDHE
Modernization and 2011 4 B | BR.GEZITIEOHD. 2011 FEMD 2014 FEFE
Safety Improvement [CEBRZ@E@E | TOERMZER (Federal Aviation
Act™? Administration, FAA) P E%RET 5,
National Guard 2011 % 5 A EIF5E (U.S. National Guard) D#EREx M@ LS.
Empowerment and CLEEEE E[5E B (National Guard Bureau) D#REZ L RS
State-National Defense o A e . BREFOERRUMLANILOEKHE O HE
Integration Act of 2011% | R=ISIRE | oo iy 5720« mpgnit s,
Detaining Terrorists to 2011 %5 AR DoD A%, Fa—/\-Guantanamo ZIZH AKX EBEE
Secure America Act of [CEREEREER | Eitvdx BEOTO)RNOBFRGHELTRIEFT S
2011 EScRE | EREERET .
DoD REDIEED T . Bl /FEE#h (forward
201145 6 B | operating bases) [ZF1T2BEKDHIRE . &R KD
Enoray Security Actof | 15 BIEER | EUK HE MRBA LR GERALTRE
011 FEEERC | ALT ERICEZTRILY—ERBEHIRT 5
= HW=—XLOEBRAEENERIIT /MOy T0dx
IrEERT D,
Declaring that the
President shall not
deploy, establish, or . o
maintain the presence of | 54,4 = ¢ g KFEBICHL T UETHRELAEERDLLRES
units and members of - ER BEEEZROLGWBMT, KEIHEZELERKLE
the United States Armed | '~ ""tEEE | (\—irmgdz
Forces on the ground in
Libya, and for other
purposes®®

12 http://www.govtrack.us/congress/bill.xpd?bill=h112-658
13 http://www.govtrack.us/congress/bill.xpd?bill=s112-1025
1 http://www.govtrack.us/congress/bill.xpd?bill=s112-982
!5 http://mvww.govtrack.us/congress/bill. xpd?bill=s112-1204
'8 http://www.govtrack.us/congress/bill. xpd?bill=hr112-292



Za—3—VFE&Y20124F 1A

Veterans Opportunity to
Work Act of 2011""

20114 10 A
SRR RE
ARBRICER

H

BREZLH BBFIHLH. REREADERRVIN
RICEHTDIREEHET Do

DoD REIZHL T, S MBI AT LZERAT-

Civil Reserve Air Fleet 2011 10 A | KEFEMZEEEEEK (Civil Reserve Air Fleet) [Z

Missile Defense Pilot [CTBREEZE | 3— ROy MEEMEKEEATHIEDOERT

Program Act of 2011 BERICRH BEMEERIIT 5/\/0Vh TR S LDEREER
R

Defense Supply Chain | 2011 F 118 |, &y g mppyosqFr— RUESEER

and Industrial Base [CTIREREZ IR A S S

Security Act'® E£(CiR mRdaER °

Justice Against 20115118 |, b2 . N

Sponsors of Terrorism tRELEERE ggfﬁgiéj_n JRLRUZDARL Y —17%

Act® £ICIRH )

National Defense : N T E—

Authorization Act 20114 12 A I(DgeD Z)riitﬁjbai? DT)I)EI;:;)E/;:EEJJ-E$

(NDAA) for Fiscal Year | [ 2% &8 P 9y ‘

2012%

BEERERICRD 2012FEEFEEZRET S,

(3) XEEPFEESEST

KEEPREFOEFEGIZEWNTIE LTICRETLIEATFNEELEREZELLTL
32, RETIF. CNhoDEFEIZITRHERBAEZRY,

[RR 2: REEHRBFOEEEREEET]

T4
ER A

(Department of Defense, DoD)

&#

RFEICKDRTICEDIE [EE. BE. EFE. BEEKOD 4
FErHe. EBI 5. F-. A TOERZE2KRER
(National Security Agency, NSA) Z@L T, KBS ZTXK
ESNABFEROER -BHRLEEETI,

EtZEREL

(Department of Homeland

Security, DHS)

TOYXLZEWRSD . KENTRES HAIREEAHLIEEIC
X9 HHEM. T F-RERDOMLEITD,

P RIFEHRD RKERMIE T LHHERED). MEBEE., BRETEGEELT
(Central Intelligence Agency, Do

7 http:/ivww.govtrack.us/congress/bill. xpd?bill=h112-2433
'8 http://mvww.govtrack.us/congress/bill. xpd?bill=h112-3284
19 http:/vww.govtrack.us/congress/bill. xpd?bill=h112-3449
22 http://www.govtrack.us/congress/bill.xpd?bill=s112-1894

http://www.senate.gov/legislative/LIS/roll_call_lists/roll_call_vote_cfm.cfm?congress=112&session=1&vote=
00218
http://www.govtrack.us/congress/bill.xpd?bill=h112-1540

22 http://www.homelandsecurityresearch.com/wp-content/uploads/2009/12/US-HLS-HLD-Structure-2010.pdf



Za—3—VFE&Y20124F 1A

CIA)

T 0OEFEER (Federal Bureau of Investigation.

FBI) . BFZEE#% S (Drug Enforcement Administration,
DEA). 7I)La—)L-5/ 0 K e R UG R Y EREH D (Bureau
of Alcohol, Tobacco, Firearms and Explosives, ATF) &

L. RERIZE T 2EXRBZILFEDRELIYMHEYEITI,

Cib- 3]

(Department of Justice, DoJ)

o DoT: AHEEREZBLT S,

T4tk : 1 Eig 4 (Department of o DOS: AXRFrorIILEBLIZERINE - DG ELIT

Transportation, DoT) . E## o

(Department of State, DoS), T | ¢ DoE:BHAVISORRLEFHLTE, F-. ETD

JL¥—%& (Department of Energy, ER#ZZ2RER (National Nuclear Safety

DoE)#:& Administration. NNSA) &L T. RERDEFEHELL
EMHRTIELT S,

(4) FEERBLERE
X2, KBIZBEWTEPFEEDEHE® IT VATLEMHALTWAEELE(IZCDOLNTH
Nd 5,

@ Lockheed Martin %t
(&%t :Maryland #M Bethesda . fE £ 8%k :# 12 75 6,000 A?®)
Lockheed Martin #t(&. fiZEHE LUV FEHEERTORBE THONLIEEXZETHY.
E<HOLEFBEED KRERGEZERBMA LY ZEL TS, RtICk>THREINT:
FREEGBELTIE AT URSHAIL GBKERGTEES Y (L), F-16 (BRI .
F-22 (ER7#. Boeing #tEDERRFE) LRENHIFOND,

@ Boeing tt
(&%t : lllinois 4 Chicago M. £ &% :17 5 1,715 A*)
Boeing #t+¥. Lockheed Martin tt EE4RIC. fZE - FHERTRLVENLGEED 1 DT
HY . ERBFARITICZOESHF-BRzREL TS, ELERBAFRITE R
ELTIE, F-15 (B EIHE) . F-22 (BkEI4#%. Lockheed Martin #t& D HERAH) . AH-64
(BRI TR BTN\ F D) BERFERT—av0EBEN—YLRERHITON
%,

® Northrop Grumman #t
(A4t : Virginia #M Falls Church i, £ 8%k %9 11 5 7,100 A®)
Northrop Grumman %%, EERMEBORAREITOIEEE T. MQ-8(FEAAN)DT
) X-A7 (ENEE#) . E-2(BHZEMB) GEDORRETIHONTILNS, GH. RtiEs

23 http://www.lockheedmartin.com/aboutus/index.html
2 http://www.boeing.com/aboutus/employment/employment_table.html
%5 http://www.northropgrumman.com/pdf/2010_noc_ar.pdf




Za—3—VFE&Y20124F 1A

DTHBERITICHMZESE. BERIGER. RFHBKELGEIREL TV A, Chod
AEFFToTL=ERFI(E 2011 & 3 AIZ Huntington Ingalls Industries $t &L TAE Y
AF7ENTS,

@ General Dynamics ft

(A%t : Virginia i West Falls Church . it 2 E#:#1 9 AA%)

General Dynamics [, finfid. BRE . IT H & MERGEDEETHONDSGEEXET.
DoD #[FLOERBMF LY SDEH#ZZELTVD ELLGHHKELTIEH. M
Abrams (B{E) . GAU-19 (E#E8%%) . Sectéra Edge (NSA DNFERT—rTA2)LEM
#EY 5

® Raytheon tt
(A%t :Massachusetts # Waltham . RfZE%:%9 7 5 2,000 A?")
Raytheon #t(d. [ZIXEFFEAERRORK -HEIHFLTIEEETHIC IT ORT
L. ZYAMIL TR, FERERSGEEZ T AR LKELTLVS, MIM-104 (#rxf 224
AL, BRI/ A YR -ZHA)L]) . BGM-109 GRS A IL, B h<h—21) | &F5&
R OB TDOL—F =S R T LRENBRLGERBELTEITLENS,

® Science Applications International Corporation (SAIC) #t
(&%t : Virginia /il McLean /. i £ 8% :#14 75 1,000 A?®)
SAIC #t 1%, EffREER R EXLH ., BEE IT &G, AN\ —tF1)T(BERGZ. T
IWEF—EERRLEE FREHRGIPFTEERBALTVS, EEEDE AR HRELT
. BEFERITORBBREE. T /78R, ZEELGEDEFX)TA-FvIRAULT
FEONLBEEYMREEELGELH D,

@ Honeywell
(A4t :New Jersey M Morristown . it & #:#9 12 55 2,000 A%)
Honeywell #t(3. —fHEERITOBMRENCEHBEERRFE T, ZEEIHLE A
FRET S0V THD. EFFEERKEL T, MK - Bl - fefim T 0is
B-FTET -3V AT L EZRmICEB T HEERITOENS AT LLGENEEL
BRELTEITOND,

Hewlett-Packard (HP) ¢t
(A%t : California M| Palo Alto . HEX£ B %k:#9 32 5 4,600 A*)

26 http://www.gd.com/about/corporate-overview/

2 http://www.raytheon.com/ourcompany/

28 http://www.saic.com/about/

29 http://honeywell.com/About/Pages/our-company.aspx

% http://media.corporate-ir.net/media_files/irol/71/71087/AR2010/HTML2/hewlett-packard-ar2010_0023.htm



Za—3—VFE&Y20124F 1A

HP #t(&, —fREEXAHEEBRITO IT HAHREFEZTELTHTXET, EHEES
FFIZ®LTIX. PC, PC B D#38. —/\—  RybT—O#eR LSRG BIZITH
R—FEE D INHEEHY —E RZIRELTINVS,

® Harris #t
(A%t : Florida M Melbourne /. #1 1 5 6,900 A3%)
Harris #t1&. RFEBE -V — IR EHETIRFERE T, —REFOEBK
FrRFIZSbDHERZFRHELTWD, EBEESTICHLTERRDOEAEIRELT
BY. BEAVITOEFBO, AT —OHBORAELEFTO>TINS,

i General Electric #t

(A%t : Connecticut I Fairfield 1. % 5 %k: %9 28 5 7,000 A*)

General Electric #t(%. Honeywell #t&REIHRIZ. HEBERITOAYRENSREWK -
BMBGEDEI XA RFET.RBLHARE TS/ 0TV THS, ERFREEEFFICxt
LTH. BT 2 HDOBEIRMFANSZEZSHRLESEMRLTLIN., RIEDZEH
ELTIE. MZE#AITOIVS VR TOSIIMNIE N H B,

8 http://www.harris.com/ar/archives/2011-Annual-Report.pdf
82 http://www.ge.com/company/factsheets/corporate.html
% http://www.bizjournals.com/cincinnati/stories/2010/07/05/daily14.html



Za—3—VFE&Y20124F 1A

3. EfFBEEATICKARAD IT F;EAEIR
AETEH.FIETCETF-TEEHBEESTICOLWT. &b 3~5 EOFEEME.IT B
ETOCIONDFELES . BEUFORABIZOVNTENL. EEFIZE S IT OF
BAERZEHT S, 4H. HICHRENKEL. FLEFEEShETOS I IMNIDLVTIE.,
AEZDREZFERBET S,

(1) =HERE
BE 5 FROERBFEROEGEEFEMEREL T, UTABIToND,

e 2007 EEMND 2008 EEIZNTT, EITAFINDEIRLGEIZES R TREE
DO LFRIZKY. BB FELKRIEIZEM,

e 2009 HEEFFIEELEIEINTH1=H., 2010 EEIZIETIHZREZU~ADHE
IRIEE L BERFFEAEM,

o 2011 EELFIZFHMELRELEZLOD. ERDERIZHESBFIRADF D OIS
VBB EDERSNGHIRGELHY . HUEIXLATELEL THh T ANEEEICEFE
3,

o 2012 EELEX. MBELE~ADEADEFEY. 15N EHESE T (2011
F), TIAZRAVEHBEDHIBEV-ERENS., B FED KB DN
RAFh TS,

2012 &£ 1 BIZIE. AN KFEEITXSEOEFEFIZDOLNTEDRL., 20O F TRUMEE
BERIUVEEZBRNHETIEREEADEIRE . TOT7REFMECE (+50AH D%
b, tTOEEIDRIE SHAILEEREADD R ELEEMNSFKZIEHERBLTNSYS,

(2) DoD (ER5#&.NSAET)

BE 5 FEHD DoD OFHIAEDHERIL. LTODEY, P HEEIL 2009 FEXKREE
EELFRLTVSHTIT FEEAITODVTIKZEFBENRRTH S, Tz . KK 412H
(75 1T BEETADc/rORBRAN SO S LI BEOKRRETOD L IMID
WTIE. TN URTICEIRSNBIEA U IZERT O VMBI TSR ANFL
AWETHS.

HEH.DoD TEI(EXS % 10 £/ THEES 4,890 ERILAIRESN AT ENTESNATEY
% 4% DoD DEETICHIEEDBEEH AL, MEDH 57 FAGKFINSH 49 F

% http://mww.itdashboard.gov/

% http://www.defense.gov/news/Defense_Strategic_Guidance.pdf

% http://www.washingtonpost.com/opinions/president-obamas-defense-
strategy/2012/01/06/g1QAKm5pfP_story.html

-10 -



ANESCETHNINDERAHELES>TNEDY , 2O T T BEFEICEALTIX. £ 4

Za—3—U1E&XY 20125 1A

BTHRARDEIICITAUISDERE - DREICEHIIHAIBNBIESN TS,

8,000
7,000
6,000
5,000

4,000

(38} T9%)

3,000
2,000
1,000

0

[E% 3: DoD MiRE 5 EMOBFEEEL IT EEE?)

20074

20084

20094

20104

20114

ERTPHE

6,010

6,670

6,670

6,910

7,080

BTSEEE

344

370

373

378

366

RIZ.DoD @ IT BEETADIIMIDNVTREET 5, 2011 FEIZZLDFENEAS
nTWBTODIMELTIE, ERHIZFTET 2K - B oIS L T, BBRMNEIERE
BETBODEIEAVIFICEATEEDONEZLLELTIND, ZD535, BFIZKBELT
Az b T#HA DISN & NGEN [2DWLWTIX, ZFORBIZDOWNTHIEERBAT 3,

[ 4: DoD @ ITEETOSzH/MDMYT 102011 FEPEER—R)]

. Basa X 2011 4§
Defense

21 {BFJL

B HA
1991 & | 482 {&F
Information 9 H L

DoD (it R eh ) E AR E M H
(+5@EESR— T DEIERVE

s http://www.chicagotribune.com/news/opinion/editorials/ct-edit-0109-military-20120109,0,2078760.story

%8 http://www.itdashboard.gov/content/analysis
http://comptroller.defense.gov/defbudget/fy2012/FY2012_Budget_Request_Overview_Book.pdf
http://comptroller.defense.gov/defbudget/fy2012/fy2012_BudgetBriefing.pdf
HE. 2011 FEICOVTIE. B PHEETFEERE. IT FHEIL ITADashboard (&Y E RSN -ERD R,

UTREC,

-11 -



Za—3—VFE&Y20124F 1A

System Network D=4 75DET, BRI, B
(DISN)* ISR S B AL (< CAYE A
THRIBEBEEA ITEIRET
B
Next Generation
5 Enterprise 2008 &£ | 166 &K 10 KL BERVBEKROBEICEXAT
‘I‘\lletwork(NGEN) 5H ) - BT—ABEY—ERZRIKT S,
nstaliaton U B—F Y R—ZA DB RUE
& H— -DITKEEDE
2 Infrastructure 2007 & 2 BRI 5 1‘, 9,360 $’&4f§+ \ b B 1=hI=KE Egl_ﬁ
Modernization 10 A BEIL *&J@E*‘JI‘U—?s r—J)I ., BiE
Program (|3MP)42 &m:/xj__-l-\tﬂtaﬁiﬁf%“:d—éo
. TE BE BERLGEDOELEE
Lhe_f_\'fbj’;ﬂe gnd R DB E S R T L (Joint
aritime/rFixe . .
Station (AMF) 2004 4 | 464 {8 | 448 960 5 Tactical iadlo Soystem:_J:I'RS)O)
4 | Joint Tactical 9 g N )L . HE. Y R—r&1T5, JTRS
Radio Sg/stem (_i EB};&%FHO)%%E;E{E#;EEEG)
(JTRS)* LT .BRBELT—ABEEEY
7|_€_|~-g-60
2007 EDRHEREICEHTIEE
Warfiaht (Defense Acquisition Executive.
artignter - DAE) Ic& 3 BEEDAE RV
5 | O il | o g | 6288 | ST o pimiTny s L=
Increment 2% I5, Eﬁfﬁ’iﬁ:lli: B8 & U BR R
HEADBEE (B2 -8 ~vkD
— I RUBIEMBERMLT IS,
Expeditionary 2005 4 [ 3181190 | REMEEREOOCIT IR
O | SoaSueport | g g | BB g | ey TR E IS BE0

%9 http://www.itdashboard.gov/investment?buscid=27#
http://www.itdashboard.gov/investment/schedule-summary/27
40 command, Control, Communications, Computers and Intelligence (3518, #i#l. @IE. I E1—4, 53R) (45

1E. #idl, BIE. avEa—4, 1FH) OB,

“L http://www.itdashboard.gov/investment?buscid=57
http://www.itdashboard.gov/investment/schedule-summary/57

“2 http:/www.itdashboard.gov/investment?buscid=53#
http://www.itdashboard.gov/investment/schedule-summary/53

3 http://Iwww.itdashboard.gov/investment?buscid=77#
http://www.itdashboard.gov/investment/schedule-summary/77

* http://www.itdashboard.gov/investment?buscid=903
http://www.itdashboard.gov/investment/schedule-summary/903

+ http://www.gdc4s.com/content/detail.cfm?acronym=WIN-T

“% http://www.itdashboard.gov/investment?buscid=22#
http://www.itdashboard.gov/investment/schedule-summary/22
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T. 8240 DLAL—IT VRTLE
ﬁms 25 Eko)l_ﬁé-&ﬂ_{,_l\
XN

BEOEFERLHEATLA
Armed Forces Health Longitudinal
(AFHLT) Technology Application

Electronic Health 3{E - & Composite Health Care System
7 | Record (EHR) 2009 £ 8,000 A 31%' 2305 (CHCS)IZHKHBELDT. 7UEA
way Ahead” | 128 |, FL ETAASE YT AERIET BIEN.
fth oD BT 44RE & Virtual Lifetime
Electronic Record (VLER) #2H T
DFHRHEBENTED LS4 5,
KEDREEHRFHIATLTHSLA
HhEKFE1EHHIS X T L (Global
Command and Control System.
g | olopalcommand | 1g0g 4 | ), | 21E8010 | GCCS) 4, SEBEICS DR
System - Joint*® 10 A i ARV E#i % (Joint Command and
Control, JIC2)IZE+HUT ILEA L
ERBEENLERBROKRERY
FEITHREEYR—rT 5,
JTRS Gt QRMEIBEYZIBIRO OIS, B
9 | system) - 2002 & 69 (1L 2 1%‘ 6,840 | E.BE. ;‘ﬁ%ﬂézfx& 0)_&12‘1%‘&&5%
Groung Mobile 5R BRIV HlADERBIEL AT LJTRS)
Radios? ZHRFET S,
KEBEOELIZZAL)—TIERET
Global Combat 718 - EHRMEIRMIHSEMT. WEH
10 | Support System - io}g‘l F 6,370 /5 %1;%)?/’650 WA TTFOREE . ODRT1
Army FiL O BEGEEEE Z1L-BEIET S

VY )a—2a v ERHET .

<DISN [22LvT>
DISN (Defense Information System Network) &I, &, IP 7—4, BEOEEEF
&% . DoD NERPITHEIA T, X -FE -HEB TRIETH-HDBERVNT—H
ThY. ERZFFEREOYRYIT S=HD NIPRNet(Non-secure Internet Protocol
Router Network) &, #ZEIFHRZ ©PYEY I 51=H D SIPRNet (Secure Internet

7 http:/www.itdashboard.gov/investment?buscid=924#
http://www.itdashboard.gov/investment/schedule-summary/924
48 http://www.itdashboard.gov/investment?buscid=31#
http://www.itdashboard.gov/investment/schedule-summary/31
49 http://www.itdashboard.gov/investment?buscid=64
http://www.itdashboard.gov/investment/schedule-summary/64
% http://www.itdashboard.gov/investment?buscid=59%#
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Protocol Router Network) [IZ& YRS TULVE!, DISN 1%, ERDIEERKICH TS
C4l(Command, Control, Communications, Computers and Intelligence (}§1&. ###il.
BIE. AVE1—42 BR) POEIHEEETIEEAIFELTHEM TONTEY.
CH AL TFRELEFENDLELHD,

DISN #BETO oML, 1991 EALRHICH->THITONTHY. BFRILLERITH
(+BEGEEE Y R—rT B-HNEBTOSTHREL T, 048 482 BRILDIBANTF
FINTLS,2011 F 12 ASETTOC IV ADH 37%MNTETLTHEY . BEE
BAYNI—IDREEBDT v T I L—RENERHIZITHOATONREDZETH S,

<NGEN [2DW\T>

NGEN (Next Generation Enterprise Network) (. KEBEH LB EEKEITOHBE
AURSHRYRDIEFEL, 2010 EETHEHIA TV AV S RYETHS Navy
Marine Corps Intranet(NMCH)#EZ#2 5 xBHEL TV, LD DISN [E12%
— YRR SN AEMAAHE>TLADIZR LT, NGEN (XBE-GEEKRNIORY
FI—HEWSRIEM T THY. FHLGEEDEITICEBWTEELRFEHREZ. BER TR 2(C
RIETH-ODEERELRET HILEBMELTIS™ NGEN BETODHME
2008 F(ZFAtaEN. 2014 FEDFTETHNFEIN TV,

<IBMP [Z2DW\T>

I3MP (Installation Information Infrastructure Modernization Program) (&, KEpEE
DAVRSRYrEERIETEE=HDTOCHNTHY  FIZRINT—HRAYF . IL—
BAT—TI BRI FLEE FEEBIELDDOHAIRYNT—ODN—K 1 T7EZEHT
HCEEBMELTNGD, BE. BB, T—20ERERER SN DREICPYRY T
EBRYRNT =DMV DSHIRIMTHIET. DoD BRI TEFHIF I BB ILERA
DERHICHIRT LD LB FT5N TS, I3MP [X 2007 FIZBithSh. 2018 £
[ZETIAIENFESNTLD,

Shin&lEHIZ, DoD BETHE I N IT BEEDFBILUTDEY,

*! http:/articles.janes.com/articles/Janes-C4l-Systems/Defense-Information-System-Network-DISN-United-

States.html

¥ BEHEOERE-MHICBLTRAEEVNERZ. IVE1—4ZRAVGREL. BRMAERREICRITEIIOER
Y.
http://www.c4i.org/whatisc4i.html

53 http://www.itdashboard.gov/investment/schedule-summary/27
http://www.itdashboard.gov/investment?buscid=27#

> http://chips.navy.mil/ContentView.aspx?ID=588

%5 http://www.itdashboard.gov/investment?buscid=53#

% http://www.itdashboard.gov/investment?buscid=53#
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e WAt

DoD Tld, YA N\—ZRTHERIZKIET 5= DEMEEELT. 2010 £ 5 AIC
HA/3—E (Cyber Command) B EREINTL D, YA/ \—EFEI[L 2009 FM &I %E
BEHRITHNTELED T, YAN—RICETHEFEEFELYE. NSA LHELD
D.EENEEAVITDMENLGHHEENZEHAHIVIavELDEDOHMELLS
NTWEY, HA/N—FIZxd 3 2011 FE. 2012 FEFELEILH 32 BRILBET
HYPAMEERITDEVSAHION, FOFEDIKREITABE, RNTELD
EEMNIT VAT LDBRIEICEOINTNDENDZETHD™,

NSA(BERRLRER)
DoD @@'F)%’C&U KEEIBFOEFEFICEDTEELRE CREMNMZET
HHZIES - IFHRDEZ-RF)ER-9 NSA OFEI#BZFRESNTEY., —1]
/Alaaﬁéhu\m\o HBEIZTKDENSA [FUTD&S% ITEETODIMIERYIEA
TWhsEEnTLVS,

<Echelon>

Echelon &1, BX &S (European Parliament) ¥>— ¢ KRIZ&>TEDEFEEMTE
SN TS, XM (SIGINT, BIE. BRGLEDERZICLIHFEHRIBOE) HOE
BEERVATLOZLEZEL. RAEXE. ZE. A4 . A—XSVT7 . Za—P—3F
VRD 5 BFAHARMICEDODERHERICEVT, AV ATLZAWILEIZED
BIEFFNITHONTINDELNS, Echelon DEHEIEARICIIERDONTLNVENEDD,
BRMEBEDIREICKDE, BEE. T7VIR AV A—RYNRERE. —RMIZER R
35505 BIEFREEZARELEENZF>TNDESN TN,

<Turbulence>

Echelon & SMEZ S X T LELT,NSA N BIZEITHRESNS Turbulence LM
EFNZTaCzobOFEEN, —EOHMEMEICL->THEFIhTWSY, ATnvzy
FERIFRIZARICIERHONTLNEWNLDD ., $ETEIZKDE, Turbulence DRE
(ZTAB—2 Y ETOYRYENEZEFA—IL BRI EDEEZAALEELNSI-1F
WEWEL. TOURXLDEBRICELDEREXRVETIEIEDILETH DY, HED
Ho1= 2008 ERFATIX. BEEHN 5 ERILARTADIIMITBLON TNV =EDIE

http Ilwww.armytimes.com/news/2010/05/military_cyber_command_052110/
%8 =" hitp://www.defense.gov/news/newsarticle aspx?id=61014
http Iiww.defense.gov/news/newsarticle.aspx?id=63205
http Iliww.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//INONSGML+REPORT+A5-2001-
0264+0+DOC+PDF+VO//EN&Ianguage EN
http Iiww.chron.com/news/nation-world/article/Glitches-plague-NSA-s-effort-to-track-terrorists-1826445.php
http //articles.baltimoresun.com/2007-02-11/news/0702110034_1_turbulence-cyberspace-nsa
%2 http://articles.baltimoresun.com/2007-02-11/news/0702110034_1_turbulence-cyberspace-nsa/2
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LY. BEEITHEITNIE, Turbulence (FHELREDEZEZHEITOTLNDLNDE
EZZibhb,

<Perfect Citizen>

Wall Street Journal D IME(=LBE. 2010 F LY. NSA [L#%E 1 ERILBEED
Perfect Citizen EFFENBTASTHIMNIRYMBATNSEWNSS, ERmIZIL. B
RBVATLGE  BRDEZAVIFZEI—REXD IT RYT—V EIC, RIET
DERERMT D ODBBLEERET I LN EESATNELSTHEINM . £
D FMIXBAREIZE>TULVEL,

(3) DHS(Ei1ZR£{RMEH)

B2 5 FMED DHS T8 T 5 FHEDHERTLTORY ., M FHEEEF 2011 FEZRR
EBFELRLTVASHPT, BAEICOVTHIT PRARFFEEVIKREELO TS,

[E% 5: DHS MiRZE 5 R OKFEEEL T FHEES)

700
600
500
™
B 400
o
7 300
A\
200
100
0
20074 20084 20094 20104 20114
R FHEEE 430 473 527 560 557
NTHELE 45 53 65 64 60

Zj http://ww.theregister.co.uk/2010/07/08/perfect_citizen/

http://www.pcworld.com/businesscenter/article/200706/nsa_perfect_citizen_raises_big_brother_concerns_in
_private_sector.html

65 http://www.itdashboard.gov/content/analysis
http://www.dhs.gov/xlibrary/assets/budget_fy2009.pdf
http://www.dhs.gov/xlibrary/assets/budget_bib_fy2011.pdf
http://www.gpoaccess.gov/usbudget/fy11/pdf/budget/homeland.pdf
http://www.dhs.gov/xlibrary/assets/budget-bib-fy2012.pdf
http://www.dhs.gov/xlibrary/assets/budget_bib_fy2011.pdf
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RIZ.DHS O IT BETADTIMIDNTREET %, 2011 FEIZZLDFEMNEAS
ncTnadravzsbeL TR, HREEEZ{HER (Customs and Border Protection.
CBP).# R/ (US Citizenship and Immigration Services, USCIS) . BH# R R B
(Transportation Security Administration, TSA) . # R#iE8# & B (Immigration and
Customs Enforcement, ICE)%E | B RN EHFECAEBEEZIELILIETHRD IT 4
VI RIETHEMDLD . BLUVERYM/\—tF ) TEF9 (National Cyber
Security Division, NCSD) DY A /N\—tFa T AT LEILEBIETEDO NS
TW%, D56, RIAEHRBRFANERL WS YA N\—tXa) T2 HFOEETOD

TrELT.NCPS ZR15& #8095,

[B%& 6:DHS @ ITEETOS /MDY T 10(2011 FEFEER—X)]

b
B

FE O 2011 £

FHEE

Jasz g

CBP - 2004 &
Infrastructure®® 8 H

51 6,310

60 fEFJL BRI

M=

FBEEZ(HE R (Customs and
Border Protection, CBP) M IT X
TLDHKERT CBP 12 75%
FTyvFTL—RL, BREE. BEFE
HE.ETABRIE. T AEVE. AL
TTRY.EF A=), RYkT—
D TRINT OGN AF
IREDEEEYR—b,

8{&E
7,560 A
KL

31849058
KL

USCIS - 2007 &
Transformation®” | 10 B

#ERB (US Citizenship and
Immigration Services, USCIS) M
EEBRFETOCRDEEMEOCHRS
Y—Y—EXDOHEEHMEM LTS
=BI2. REH—ERDAUTIY
EPBEFILZEDS, F=. FBHD
BT 5T —REMOERBATHREE
BFHICHBETELLIIZT S,

TSA - Information
Technology 2002 £
Infrastructure 8 A

Program (ITIP)%®

2 {& 9,570

36 {EFIL BEL

B #i{FE %R B (Transportation
Security Administration, TSA) @D
Y—ERZMLEESEL-HICITA
VISOBENLETYITL—R%E
75, EFMICIX. PC. TRIMYT
FI)r—ay, a—h)LTY7 Ik
BARyRT—o T2 E AL
TTRY ER-BREET1)T1.

66 http://www.itdashboard.gov/investment?buscid=311
http://www.itdashboard.gov/investment/schedule-summary/311

o7 http://www.itdashboard.gov/investment?buscid=319
http://www.itdashboard.gov/investment/schedule-summary/319

%8 http://www.itdashboard.gov/investment?buscid=174
http://www.itdashboard.gov/investment/schedule-summary/174
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mEFERIET D,
B REBEEER (Immigration and
Customs Enforcement, ICE) D IT
ICE -IT - A5 (FYRT—9  BFA—IL,
4 Infrastzgcture igojg F 41 BFJL %1;%)1’220 ANVTTRY, T—E2823, TRY
(Atlas) byF AN ETA, BEEEE. B
BTN AF)DTITT
L—RICEITRET 3,
National Cyber Security Division
NPPD - National (NCSD) DERYA/\—tFaT
- Nationa . 115> 2T L. (National
5 g?/(?tggst%cnunty iO}gS F 22{BFIL %1;%)1’600 Cybersecurity Protection System.
System (NCPS)™ NCPS) &, EHBF DY A/ —t
Fa)TAATIEERL ALET
DEAPHENMNRET D,
FEAEEZ(EB (Customs and
CBP - Automated Border Protection, CBP) [L. i&4}
Eﬁ\mﬁ:ﬁﬁu MEOFEMRAOBRAEMLT S
B i atioral 2001 & 45 (1L 1 1%‘ 4,780 | 1=HIZ.EREHT—4
Trade Data 8 A - BEIL (International Trade Data) #UX&
System (ACE / THEHEEREVAT LA
ITDS)™ (Automated Commercial
Environment, ACE) & A9 %,
ERT2REREFERGE TSA
TSA-TSA o DEBIZRDBFROUINER VEH
7 | Operating 2002 & 17 &RV 1 1E 2,050 T5HD TSABETSVhI+—
Platform (TOP)" 10A AN s (TSA Operating Platform) &7
7L —K3 5%,
CBP 2k B &SR, TEAMSTEY
CBP - Non B.RE BBLGEOFERIRMEY
- ) R—rT SIEMERES AT L
Intrusive 2002 & g 11% 1,380 | (Non-Intrusive Inspection
e g;sptz(;?:n (N1 10 A 23 BEN BRL Systems Program) (22T, E A
Program’™ D A E O E EEMENIRIEEZ DT
AEMOREETYIIL—RT
%,

% http://www.itdashboard.gov/investment?buscid=138
http://www.itdashboard.gov/investment/schedule-summary/138
" http://www.itdashboard.gov/investment?buscid=145
http://www.itdashboard.gov/investment/schedule-summary/145
™ http://www.itdashboard.gov/investment?buscid=314
http://www.itdashboard.gov/investment/schedule-summary/314
& http://www.itdashboard.gov/investment?buscid=169
http://www.itdashboard.gov/investment/schedule-summary/169
"8 http://www.itdashboard.gov/investment?buscid=389
http://www.itdashboard.gov/investment/schedule-summary/389
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USCISHITAYI7507v7 oL
—FK., BR8IZ1&, £EF 300 1R D
USCIS USCISA 74 RERRELIZ ITA
- '%“ " O —— N I%i E
Infrastructure 2000 &£ 81 11& 1,140 }‘lijZ?_&U_;ITj%%EO){ EE_*
6,860 7 < LI BB %— (Technical
(End User 10 A . ARV . .
Support)” <L Assistance Center) ME%iL. IT 7\
—Fo7 DHEKE. WAN-LAN Ry
rO—HDERE=R) T H—E
ADEBEARE,

KEBREZEHEK (United States
Coast Guard, USCG) RlITDERN
BEEFN 356,000 9/ILIZES
BE1R - £ dn{R#E L X T LTRescue
181207 | 21IDFB A, @AY ARAT LIE, EHfA
kL E. 7o T RA%KE. HEERE
BT —OTHEBINTEY. B
FDL A —INational Distress
and Response System JIZfX#>>
TEASIND,

USCG - Rescue 1995 4

2178 10 A 24 {BF )L

10

LZITAVISBH-ARIE>

DHS [ZEVWTRIEZLDFENELON TS IT BEETODI VLD KREIL, DHS %
TR ITAVISEEHTIABTDLDTHY. LFRD CBP — Infrastructure, USCIS
— Transformation. ITIP, Atlas & &, BF. T—42. BBLEREEFHERODIN
— IV REEREERTEHEV O RIXRRORNBIZH-STWAZEAH NS, DoD THE
BROTODIIOMFTHRER—IATLUAFLEHTWNSIENS, EfEEETEAT. &
EAVI770ERIENEEBRELLGO TSI ENHND,

<NCPS [2DLVT>

NCPS (National Cybersecurity Protection System) &(&. —f&H#JIZ Einstein &P (L
NEBBFEFD IT AT —DFE=R) T FBHIET.E SENSDRETIERO
WELEFIEM - HIET 50DV IrIT7EET ', Einstein 7OV TR L, TE
DHS #& T ® US-CERT (United States Computer Emergency Readiness Team) [Z&
STRESNEDTHY . TOSTIMET D 2018 FFETIZ, Einstein DHEREH R
BERIIZRIE SN D FELEH> TS, HlZ X, TRFE Einstein [HEFRBFD VLT —H

™ http://www.itdashboard.gov/investment?buscid=323
http://www.itdashboard.gov/investment/schedule-summary/323

"> http://www.itdashboard.gov/investment?buscid=193
http://www.itdashboard.gov/investment/schedule-summary/193

"% http://hsni2010.com/Presentation/RandyVickers.pdf

" http://www.dhs.gov/xlibrary/assets/privacy/privacy_pia_eisntein.pdf
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LIZOHEREINTLSDH, FEMICITERM ISP ORvbT—oEIZHEESNT-LE T,
REELHONLOEETALILEEEDBEALBRAINTNEENDIETHD S,

78 Einstein 7O V&AL Tz US-CERT &l&. 2003 £ 9 AR OMEBTHY.
K IT X GELEHEL. HAN—ZE/HICEITORFTODEBIZDOLTOFEERO.IT F
FRODARNT ST 4 RENT-1EHRE—ARIZHL TS, Ff=, US-CERT (4. ICS-
CERT (Industrial Control Systems Cyber Emergency Response Team) &M 5
DHS ZTHBILEHEL HFICEECISOHERICET IBHDOBERPOARNTSY
FARLRBALTEYL YA N—HER KBV TIIERDEENBICEETHLL
DEFHDLE. HEDERZRIERICEDIREMYBA TS,

(4) CIA(RRIERBD)

CIA DFE(FHFFREINTHY., —BARASNTULEL, LT TlIX, —fBAT47IZ
KBH|EEEEIZ. CIADRTOTWA ITEETOS T IMIDWTENT 5,

<Y=L )LATATER>

—EATAT DERE(IZLDE. IRTE. CIA [FEFEY— v IL AT 47 (Facebook, Twitter,
JO4 LOBBELGE) EERERTIMYMEAEITOTNEIENSY, Y= v L AT (7
BRI 5700 UME, 2009 EEMNSAREILEINTHY ., BEDEELKRENL. MF
EDOHEEP—2—RIZDVWT. HAED—BRRRBNEDLSICKIEL TSNS TS S
ZE1EENTWAS, RIEDHIELT, 2011 EOA YT -ELSToV REREHRICKTT
5. BAE-#BOALRDERCODEEEICY—XILATAT oA FEIN=ELD,
IRTE. CIA TlX, A#HICFIHASINSY IOz 7 D#EeR LICRYMBA TS ESNTS
U, FEMIZIE. BFEDHEEREIZHT IRICIEITTHL, —BRHBIZH IT52ERBAD
BENLEEZFITIZH =X IILATAT MDA FIBESN D EABIESh TS,

<EvJ T4 >
MEICLDECIA [F BTONVFr—HRERRTHS In-Q-Tel #ZBELT. K2R
[EBSE IT FHD—RELTLDORBTEYT TR IDEMIEALODOHIEEA LN

8 http://articles.cnn.com/2008-10-04/tech/chertoff.cyber.security_1_chertoff-government-
cyberspace?_s=PM:TECH

EXBERIZ#ERE TR LI FEL), Einstein 2, Einstein 3 3 E EEMMAEEIN DI LTIV,
™ http://www.us-cert.gov/
80 http://www.us-cert.gov/control_systems/ics-cert/
8l http://www.theatlantic.com/technology/archive/2011/11/how-the-cia-uses-social-media-to-track-how-people-
feel/247923/
82 http://www.theatlantic.com/technology/archive/2011/11/how-the-cia-uses-social-media-to-track-how-people-
feel/247923/

-20 -



Za—3—U1E&XY 20125 1A

%%, FlZ L, In-Q-Tel 4% 2011 & 2 B, KEDTFRANTF—EDXIREMBTT SV
o 7ZEBAF T S Digital Reasoning #tEEFEIREL TH Y, CIA [FREA DT EF
FALT. HRALZMD ANENINET IHHT 25 —TIZHEAIY ., HIZXRLTHIE
RN R ESGELXTRRTHILEHIEL TS ESN TS,

(5) DoJ(TE%%H)

Do) D#FHEEEIX, 2007 FEMNS 2010 FEFT LR L. 2010 FEM S 2011 F
EICMFTIEBIEVREEE > TS IT FEEEITDOULTIE, 2009 FEIZOHBEML
f=1#%.2010 F£EITED. 2011 FEICIEBUMIELTLSH, £RMICITBE 5 F/H
TIRZXRKEELZOTULNS,

[E%& 7:DoJ Mii%: 5 ERDRFEEEL 1T FHES)
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RIZ.DoJ D IT BEHETAD ORI, LTORDEY EHE-TIND, 2011 EEDFEEE
R—RATLHEEZLHEHZTACIIFOKREIE.FBI D IT SRATLAIZEDLREDTHY. T
EICETALEEHEEATEZETICES Dol OFTH, LFEEEFBMELI-TODT
IMZZLDFENRLON TSI ELR LMD, $FIZ. BEADEELERICEHLNSMTE

8 http://gigaom.com/cloud/digital-reasoning-gets-more-dough-for-big-data-intelligence-
push/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+OmMalik+%28GigaOM%3A+T
ech%?29&utm_content=Google+Reader
84 http://www.igt.org/news-and-press/press-releases/2011/Digital-Reasoning.html
8 http://www.itdashboard.gov/content/analysis

http://www.justice.gov/jmd/2012summary/pdf/authority.pdf
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HAICETETODIIMBIL>TEY., ZOHTLEBKF EDOREEENELY NG

BLUL TSSIZDOWLTEENT 5,

[E% 8:DoJ @ ITEAETACIIMDMT 10(FHEHER—RX)]
FHEBE

FRSTorE Eﬁ“’“

2011 £
THE

FBl DEEFF D EARFRILS R T s

TH I B BNEREE (Integrated

FBI Next ﬁ;utor_?ateq FlggerprintlAFIS) .
; - entification System 2

1 | Seneraton | 2000F Taaggin | 2230 |z he, s ex

(NGI)% Generation Identification, NGI)
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